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CIGENT SECURE SSD ADVANCED USER GUIDE

Introduction

The advanced cybersecurity defenses built into the operating firmware of Cigent Secure SSDs™ repel ransomware
attacks and prevent data theft even when all other cybersecurity protections fail or are bypassed. When used in
conjunction with Cigent® for Windows, Cigent Secure SSDs protect data throughout the entire device lifecycle—from
provisioning to end-of-life—defending against a vast number of threat vectors.

Available in NVMe internal and external FIPS and non FIPS configurations, the Cigent Secure SSD Advanced is offered in
four sizes—512GB, 1TB, 2TB, and 4TB (non FIPS only). It can be installed as the primary storage device on a Windows
PC where the O/S runs, as secondary internal storage (such as in a desktop tower), or as external media plugged into a
USB port.

Cigent for Windows (Cigent) is a new approach to data security, one that complements existing solutions and places the
importance of protecting data above all else. Cigent takes concepts used in zero trust and continuous authentication and
applies them as close to the data stream as possible, bringing proactive protection directly to your data. Cigent allows
users to safely and easily access critically important information, even if the system is already compromised. The result
is an unprecedented level of protection, detection, and response to cyberattacks, insider threats, and lost or stolen
devices.

Purpose

This document is a guide to help you install and configure your Cigent Secure SSD and associated Cigent software so you
can start using it as quickly as possible. It also provides a basic operation overview and explanation for some of the
security sensors if you are interested in learning more.

Cigent Secure SSD” Advanced User Guide v1.2 2

www.cigent.com



SETUP AND CIGENT FOR WINDOWS INSTALLATION

This guide is applicable to either external or internal Secure SSD Advanced installed as secondary drives. Installing your
Secure SSD Advanced as a primary (0S) drive will require cloning your existing installation to the Secure SSD Advanced

or installing a fresh OS. These configurations are outside the scope of this guide, but setup and configuration are the
same once installed.

A copy of the Cigent installer is placed onto each Cigent Secure SSD before shipping.

1. Plug in your External Secure SSD or install the # Ouick access
Internal Secure SSD into your system as a secondary S & Cigent Installer v3.1.3.exe
drive. & e

@ OneDrive - cigent.com

v & ThisPC
2. Open Windows Explorer and select the CIGENT “J 3D Objects
partition. I Desktop
|=| Documents
* Downloads
J‘! Music
=| Pictures
B Videos
e Windows 10 (C:)
> CIGENT (E:)

3. Double click the Cigent installer executable to :
begin the installation process. Note: The name of & Cigent Installer v3.13.exe
the installer may be slightly different.

Note: If Mlcrosoft’s VISUB.[ C++ RedIStI’IbUtable HMlcrosthuual C++ 2017 Redistributable (x64) - 14.16.27... - X
(x64) package is not already installed, you may be Microsoft Visual C++ 2017
prompted to install it during the Cigent installation Redistributable (x64) - 14.16.27029

process. Please follow the simple instructions to
complete the install of the package before
proceeding.

4. Select an installation location, accept the License
terms then click Install.

Setup requires 141 M8 in:

CAProgram Files\Cigent

You must agree to the before you
can install Cigent.

¥ | agree to the License terms and conditions.
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SETUP AND CIGENT FOR WINDOWS INSTALLATION

5. Wait for the installation to complete. Click Finish to et rechnelony e,
close the installer. Cigent

Cigent has been successfully installed.

6. Click Yes to reboot for Cigent’s changes to take Cigent

effect.

You must restart your system for the configuration changes
made to Cigent to take effect, Click "Yes™ to restart now or
“Mo” if you plan to manually restart later,

Yes No
After rebooting, the Cigent dashboard with
automatically open and request a PIN to be set.
& Cigent - o0 x
7. Click Set PIN. Important Information (1 of 1) 2
B3 Dashboard PIN Setup Required
b rover e »é ;:(numbe. must be configured before usng
K Secure Drives o
3 Networks B —g—
ool i g ot
0 P
®
Authentication
® Authentication
X settings
@ About
Cigent Secure SSD” Advanced User Guide v1.2 4
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SETUP AND CIGENT FOR WINDOWS INSTALLATION

8. Enter your PIN, click Next. o x

PIN setup required.
A PIN number must be configured to fully enable this software,

eene
7 8 9
4 5 6
1 2 z

Show PIN Requirements

9. Re-enter your PIN and click Accept. O X%

PIN setup required.
& PIN number must be configured to fully enable this software.

sene
7 8 9
4 5 6
1 2 3

Show PIN Requirements

-

10. If you are currently connected to a network and
your network is NOT set to Private in Windows,

Cigent will engage Active Lock. If the network is 85 voson R o o st o
secure, simply enter your PIN and click Enter to add e :@m;m

the current network as Trusted. If you are not ZS: el

connected to a network at the time of installation, py Lo G e
please just proceed to the next step. - S €, oo, -

O Authenticate wih Facal Recogntion ected to a new network.
You wish to Trust th netnork.

Important Information (1 of 1) -

B oo oo
Note: Cigent will automatically trust your first AEE
network if it is configured as Private in Windows. Y JElE
:
£ Settings
0 smeryomein__
G158 2 ot et v | O 8 e
Cigent Secure SSD” Advanced User Guide v1.2 5
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SETUP AND CIGENT FOR WINDOWS INSTALLATION

or your internal SSD installed, the Quick Secure Drive

11. If you have an external Cigent Secure SSD inserted z Cigent
Setup popup should appear.

Quick Secure Drive Setup

New Cigent SSD Detected!
PCle 55D 5P12107239001000006
Enter a secure password which can be used to open the drive on

another system or restore access on this system should Cigent be
reset.

Cigent wil prepare the drive using recommended @ settings.
If you wish to customize the setup, use the Cigent Secure Drives
page.

Password

Confirm Password

Required: [0-9] ['@#%%"&*] [a-z] [A-Z] [B-32chars]

[ Do not show again for this drive Configure Drive
12. Enter a secure password twice and click Cigent
Configure Drive to automatically configure the SSD z
to Cigent default configuration. If you wish to Quick Secure Drive Setup
custpmize the sgttings, you can click C.ancel and fiew Cigent 58D Detected]
configure the drive from the Secure Drives page of
H Enter a secure password which can be used to open the drive on
the Clgent DaSh board ‘ another system or restore access on this system should Cigent be
reset.

Cigent wil prepare the drive using recommended @ settings.
If you wish to customize the setup, use the Cigent Secure Drives

page.

Password eessesssee

Confirm Password esessssess| ®

Reguired: [0-9] [l@#3%"&*] [a-z] [A-Z] [8-32chars]

[ Do not show again for this drive

13. Enter your authentication PIN and click Enter to 9 " ‘iigte':t d %
approve the SSD setup. o

Authentication is required to Configure the
Cigent SSDs

ane

ene
ese
.

|

Enter your PIN
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SETUP AND CIGENT FOR WINDOWS INSTALLATION

This file should be moved to a secure location off of
the host for security purposes. Click Close when you

are ready- Cigent SSD Configuration Complete!

has been saved to: C:/Users/cigent/Desktop/
5P1210729001000006_backup.k3y

IMPORTANT: You should move this file to a safe,
external location like a USB flash drive and keep it
in a safe place. It can be used to restore access to
our drive should you forget your password.

14. Note the location of the encrypted password file. z Cigent

Quick Secure Drive Setup

If you wish to lock/unlock your secure drives, use
the tray menu or the Cigent Secure Drives page.

Close
15. Once complete, the Cigent dashboard will show & com B
the drive letters of the newly created Secure Drives. @  sendingcuend 2
They are automatically unlocked after setup to 5 Duss el foryourseatie o
. . . . o o
allow you to start copying files to them immediately. I3 ot prscion
@ secure Drives n
Folder Protection Secure Drives Networks
Q Newworks Not configured Cigent SSD: @ H: 8 G Trasted
0 —
®

Authentication

o

® Authentication
X settings

@ About

Cigent v3.1.3 © 2022 Cigent Technology, Inc.

Congratulations

You have completed the steps necessary to begin using your Cigent Secure SSD and Cigent software.
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USING ALWAYS ON AND DYNAMIC DRIVES

There are two types of file protection modes available.

Files on Always Drives Files on Dynamic Drive
« Files remain locked under all conditions « Files are locked only if a threat has been detected
e Step-up authentication is required to access the e Provides strong protection in a minimally invasive
file every time manner—the user is prompted to authenticate

. . ly if to a locked file is att t
« Designed for extremely sensitive information only if access to a locked file is attempted

- Designed for files that require frequent or bulk

« Driveis locked (unmounted) when a threat has .
access like Source code.

been detected and must be manually unlocked

afterwards « Driveis locked (unmounted) when a threat has
been detected and automatically unlocked (by
default.)

Locking and Unlocking Drives

You can lock and unlock Secure Drives using either the Secure Drives page of the Cigent Dashboard or the quick menu
(right click Cigent tray icon.)

e Unlocking a drive always requires authentication but locking does not.

e By default the Dynamic drive will automatically unlock on startup and after a threat clears. This can be changed
in the settings.

& Cigent — o X
. o
Secure Drives -
Protect files with firmware locking, the highest level of protection
BS Dashboard
- Aler
QE Name: Cigent 55D ’ G: O Clear Alert
A Folder Protection S/N: 5P1210729001000006 FW: ECFM13.3 [894.25 GB] E SECUF! D ives » 'ﬁ U lo:k C rlt SSD _HI 0
rive n Ige L Always Un
| @& secure Drives £ Secure Drives 9 L
Deconfigure  Change Password B Untrust Current Network B Lock Cigent 55D : Dynamic
& networks Always On (locked)  Dynamic (6:)
@ Advanced B8 Dashboard
# Settings
FA License
& Updates
© About
Close Menu

@ Authentication
ﬂ Settings
© About

Cigent v3.1.3 © 2022 Cigent Technology, Inc.
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USING ALWAYS ON AND DYNAMIC DRIVES

Accessing Always On Files

1. In Windows Explorer, browse to your Always On
drive (usually L:) (If your L: drive is not visible, you

must unlocked it before proceeding.)

2. Double click on a file to open it. Regardless of the
Active Lock state, Cigent will require authentication

to open any file on the Locked drive.

3. Enter your PIN and click Enter. Your file will then

open.

Cigent Secure SSD” Advanced User Guide v1.2
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] = | HighlyConfidential
- v 4 » This PC » CIGENT LOCKED (L} » HighlyConfidential v O

[0 Name
A Quick access
Annual Report - draft - confidential.docx

& OneDrive billingxlsx
~ ®WThispc - Confidential txt
%) corparate._info.pdf
¥ 3D Objects :
| fwd.pdf
B Desktop P fwpdf
“t| Documents & iwo.pdf
¥ Downloads %] Ransomware Prevention and Resp.pdf
& Music % Ransomware_Executive_One-Page.pdf
& Pictures | sans ransemeware.pdf
& videoe
& Local Disk (C)

¥ o CIGENT LOCKED (L)
HighlyConfidential
= CIGENT PROTECTED (P:)

_| Confidential.txt - Motepad = [m] X

File Edit Format View Help
We the People of the United Sthas, in Order to form a r

Ln 1, Col 1 100%  Windows (CRLF) UTF-8




USING ALWAYS ON AND DYNAMIC DRIVES

Accessing Dynamic Files

1. In Windows Explorer, browse to your Dynamic Drive 2 @ ~ | Compansinteral S
( ll P ) File Home Share View
usually F: « v 4 1 5 ThisPC > CIGENT PROTECTED (P » Companylnteral v © | Search Companyintarna
[ Name Date modified
# Quick access )
% cr2e047.pdf
& OneDrive %] Form 2464 - Annual Franchisor Certpdf
~ W This pC 4 InternalMemos.txt
) %] Ransomware_Trifold_e-version.pdf
¥ 3D Objects
M Desktop
¥ Documents
¥ Downloads
B Music
&= Pictures
&| videos
.. Local Disk (C)

~ < CIGENT LOCKED (L)
HighlyConfidential
~ . CIGENT PROTECTED (P4

Companyintarnal

2. Double click on a file to open it.

3. Since the file resides on the Dynamic drive, the file will open without requiring a second factor
authentication unless there is an Active threat and the system is in Active Lock.

Cigent Secure SSD” Advanced User Guide v1.2
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MANAGE CIGENT SETTINGS

The Cigent Setting page allows you to customize different aspects of Cigent and Cigent Secure SSD
operations. This section is a quick explanation of each setting. Those proceeded with an asterisk(*) are
particularly important or useful.

€ Cigent

- [m] X
. ®
9 Settings -
Manage Settings
B3 Dashboard
General  License Update
I Folder Protection Allow OneDrive to sync locked files without authentication
Q Secure Drives -
L Networks a
e Automatically Unlock 'Dynamic’ Secure Drives ‘)
m () automatically unlock Dynamic Secure drives during normal state.
e ]
or, E
o9 ; a»
—— Show Windows Explorer - Convenience Menu ‘)
== Easily add Locked and Protected folders by right-clicking on a folder.
Trigger Active Lock if your Antivirus becomes disabled
Increase protection of your fies while your Anivirus solution s down, It i recommended to (L)
enable this feature unless you are experiendng issues.
® ; Automatically Start Facial Recognition Scan D
" Frable to automatically start Fadal recognition scans on authentication
= - Use Mini Authentication Po
@ Authentication K Miimise the srmeen apce uaed by the 5 p o o by enablin .
Q Settings
© About
Cigent v3.1.3 ® 2022 Cigent Technology, Inc.

Allow OneDrive to sync locked file without authentication

Enable these options if you use either of these Cloud File storage solutions and have added an Always
On folder being synchronized by these applications.

*Automatically Unlock Cigent Dynamic Secure Drives

Enable to have Cigent automatically unlock (mount) your Dynamic drive (if configured) after system
restarts and a threat clears.

*Lock Cigent Dynamic Secure Drives When Threat Detected

Disable this option if you want the Dynamic drive to remain unlocked (mounted) even during a threat
state. Note however that files will still be protected by requiring a second factor authentication similar
to Always On files until the threat is cleared.

Cigent Secure SSD” Advanced User Guide v1.2 11
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MANAGE CIGENT SETTINGS

Show Windows Explorer — Convenience OneDriveTernp ‘*‘:i"':ex
Menu e
Open InfoProtection_UL.exe
This setting determines if the right-click Open in new window abler.exe
. . . . . Pi ick

convenience menu is active in Windows Explorer. ; S'"m c;”'; a“_e:‘C_ - . attcnuntReader eve

. . . t t - .
Users can easily add protections to folders using $ Secure Folder with Cigen BEEL o mE s
this method Git GUI Here Secure with Dynamic Protection

FLEP T

Trigger Active Lock if your Antivirus becomes disabled

This setting determines if Cigent should engage Active Lock should your AV become disabled. You
should ONLY disable this setting if your AV is not detected by Cigent for some reason.

Automatically Start Facial Recognition Scan

When Facial Recognition is being used for authentication, scanning will automatically start when this
setting is enabled.

*Use Mini Authentication Popup

When enabled, this setting reduces the size of the popup authentication window and include minimal
information. When PIN is enabled, users can type their PIN using the keyboard instead of clicking the
numbers using a mouse.

Authentication § o S«
Opening protected files, unlocking Cigent Secure Q Authentication -
Drives and making configuration changes all require S Manage how you prove your identiy o access data

providing a second factor of authentication. Cigent e

B Folder Protection *%° Authenticate with a PIN

provides several options with additional enterprise

Authenticator App

0 th ns aVa| I.a b le | n C| e nt P I. us [ secure Drives & vtrentie using an Authenticator App (Google, Microsoft, Authy, etc.)
p g * E (s A Fingerprint
@ Authenticate with a Fingerprint

A Facial Recognition
) Authenticate with Facial Recognition

CAC/PIV
Authenticate using CAC/PIV + PIN

® Authentication
X Settings
@ About

Cigent v3.1.3 ® 2022 Cigent Technology, Inc.
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AUTHENTICATION

Opening protected files, unlocking Cigent Secure . - o o«
Drlve's'and making configuration cha'nge's all require Q Authentication .
providing a second factor of authentication. Cigent — Hanage v youprove your ety 025 o
provides several options with additional enterprise T
options available in Cigent Plus. @oanones ] Aenictorop ot
3 Networks f’
'@' Fac:a! Recognition
El CAC/PI
® Authentication
£t Settings
@ rvout
€ igent X
PIN % G
Authentication Required
PIN is the default and must be at least 4 numbers in Authentication s required to set the PIN

as the default authentication method

length. Even if you change the primary authentication
to something else, you can always switch back to PIN
by clicking the keypad icon in the authentication [ p <

popup
)

Scan

Click 'Scan’ to begin

Authenticator App

Authenticator App enables the use of popular mobile authentication applications from Google,
Microsoft, Authy and more. Once configured, application will display a rotating six digit PIN that must
be entered into Cigent before it changes (usually 1 minute.)

Fingerprint and Facial Recognition

Both Fingerprint and Facial recognition use the Windows Hello APIs to work. If your system supports
either of these options, click the Setup button to complete the configuration via the Hello UIL. Once
complete, return to Cigent and select Default to change to this form of authentication to be used. Again,
you can always use PIN by selecting the keypad in the authentication popup.

CAC/PIV

Common Access Card/Personal Identity Verification is an identification card issued by a federal agency
that contains a computer chip which can be used to identify and validate a user using a PIN stored on
the card. A CAC card reader is required and the CAC must be activate and valid.

Cigent Secure SSD” Advanced User Guide v1.2 13
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LICENSE

Cigent can be upgraded to Cigent Select or Cigent Plus © coon - s

to gain access to additional protections, integrations Q License 2
and enterprise management features. For more Erp— g
information on Cigent Select and Cigent Plus, please e R - e
visit: https://www.cigent.com/product koo
Networks Upgrade

License Detail

You can do more with Cigent Plust
Subscription: Cigent

Ter: Cigent (200) « Protect by Fie Type
Type: Perpetual « Deception Sensors

+ USB Storage Sensor

« Advanced Cgent SSD Features
Computer Detail « Additonal Authentication Options
Name: MSEDGEWINIO « Management Console
Model: innotek GmbH VirtualBox *Integratons
Seral: D3EE10 Cick here to learn more

® Authentication
£ settings
@ About

Cgent v3.1.3 © 2022 Gigent Technology, Inc.

PIN

Administrators of Cigent Plus can obtain an Activation IBEN
Code from the Licenses page of the Central Cigent e e

. Endpoints Select a valid subscription below to enable actions
console at https://central.cigent.com.

=)

Manage Licenses

1]

D Threat History

Event Viewer — o O

Download D3E Get D3E Get Activation
g === Download URL Code
Policies
Groups s
subscriptions Search
Integrations
Used Available Total
1 Ueenes Ucenses Ucenses  Ovmer/Emai satis Te Renews/Expires
David Wolf
(ot » 4 6 0 ewgagentoom Valid Time Limited Thu, Apr 15, 2021

Provide this Activation code to users to enter into the Cigent license page. Cigent will automatically register to
the subscription and start enforcing settings specified by configured policies.

Cigent Secure SSD” Advanced User Guide v1.2 14
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FOLDER PROTECTIONS

Cigent can also provide protection to files residing in folders not located on Cigent Secure Drives however these
files are not protected when Cigent is not running or present. This can be useful for protecting the portion of
your important files that must reside on your OS (C:) drive for example.

Folder protections follow the same paradigm as Cigent Secure Drives.

Files on Always Drives Files on Dynamic Drive
« Files remain locked under all conditions « Files are locked only if a threat has been detected
« Step-up authentication is required to access the - Provides strong protection in a minimally invasive
file every time manner—the user is prompted to authenticate

« Designed for extremely sensitive information only if access to a locked file is attempted

- Designed for files that require frequent or bulk
access like Source code.

o Folder Protection
Protect files by folder location
B3 Dashboard
Dynamic Protection Folders
| A Folder Protection Files in Dynamic protection folders only require authentication to access when ActiveLock is on

Add a Dynamic Protection Folder
Q Secure Drives

3 Networks

Always On Protection Folders
Files in Always On protection folders always require authentication to access

Add an Always On Protection Folder

% Authentication
# Settings
© About

Cigent v3.1.3 ® 2022 Cigent Technology, Inc.
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FOLDER PROTECTIONS

Folder protection can be added in two ways:

1. By clicking on the desired “Add ...” link on the g St
Folder Protection page, selecting the folder in the 9 Folder Protection 2
Explorer window and clicking Select folder. 15 stonrs

| I Folder Protecton

Dynamic Protect
Fies n Dynamic pr

Secure Drives

& Networks

Always On Protection Folders

Fies in Always On protection folders always reauire authentication to access

Add an Always On Protection Folder

® Authentication

£ Settings
@ Avout
2. Using the menu from Windows Explorer itself. Right Companyinternl
click on the folder, select “Secure Folder with Cigent” Expand =
menu and the desired protection level from the sub Openin new vindow
Pin to Quick access
menu. % Secure Folder with Cigent D3E > Secure with Always On Protection
Git GUI Here Secure with Dynamic Protection
Cigent Secure SSD” Advanced User Guide v1.2 16
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MICROSOFT DEFENDER AND

ANTIVIRUS INTEGRATION

In the following optional sections, we will explore Cigent sensors and their impact on Dynamic and Always On
drives and files stored on them.

Cigent is integrated with Microsoft Defender® and other Antivirus solutions registered with Windows Security
Center adding additional protection in case of a threat or attack. Cigent will initiate Active Lock if:

1. Microsoft Defender detects a threat

2. Microsoft Defender or AV is shutdown or disabled

Disabling Microsoft Defender or other Antivirus solution

Attackers will often first disable the existing AV solution in order to make it easier to proceed with the attack.
Cigent constantly monitors the status of Microsoft Defender or other AV solutions and will initiate Active Lock
when it is no longer running or has detected a threat. This section details the steps for exercising this sensor

using Microsoft Defender but you can accomplish the same using whatever your AV solution.

Manually stopping Microsoft Defender M e e s e

Best match

sl Virus & threat protection
System settings

1. Search in the start menu for “Virus & threat
protection”. Select the item to open System Settings.

Settings
@ Windows Defender settings
¥ Check security status

@ Security at a glance

store

1" Virus Stopper

B Virus X

Search the web

P virus - see web results

P virus

2. Select “Manage Settings” pe—— B
° Virus & threat

protection Windows Community videos

ot Virus & threat

@ Home Protection for your device against threats.

O vins & et protection

@ Current threats Have a question?

Gethelp

Who's protecting me?

Manage providers

D Device prformance & heth

£ Family options Help improve Windows Security

Give us feedback

Threat history

Change your privacy settings

o Virus & threat protection
settings
No action needed.

Manage settings

@ settings
Virus & threat protection

Cigent Secure SSD” Advanced User Guide v1.2 17
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MICROSOFT DEFENDER AND

ANTIVIRUS INTEGRATION

3. Turn off Real-Time protection using the slider. s sty -

4. Virus & threat

protection settings Have a question?
Get help

Home View and update Virus & threat protection
settings for Windows Defender Antivirus.
QO Virus & threat protection

Help improve Windows Security
R Account protection . . Cive ue feedback
Real-time protection 1ve s feedbac
©
" Firewall & network protection Locates and stops malware from installing or

running on your device. You can turn off this

B3 App & browser contrl setting for a short time before it tums back on

Change your privacy settings

automatically. y
Device security y View and change privacy settings

for your Windows 10 device,
Device performance & health @ o Privacy settings

2 @ D

Privacy dashboard
Family options Privacy Statement
Cloud-delivered protection

Provides increased and faster protection with
access to the latest protection data in the cloud.
Works best with Automatic sample submission
turned on.

4. Select Yes to allow the action to complete. Nl e %

Do you want to allow this app to make
changes to your device?

== Windows Security

Verified publisher: Microsoft Windows

Show more details

Yes MNo
€ Cgent o ox
5. Minimize the Windows Security window and return o Threats Detected (1 of 1) 2
to the Cigent dashboard. Note that Active Lock was 5 owstions d B e e 1)
. . . be disabled. I you are sure your antivirus s running, you can disable
imm ed |ate ly en gaged . Th e Dy namic an d A lWays O n B Folder Protection the "Trigger ActiveLock f your Antivirus becomes disabled" setting.
drives have automatically been locked. (e @ @
& Networks B g
Folder Protection Secure Drives Networks
1 Dynanmic folder Not configured Trusted
° —
®
Authentication
@ Authentication
£ Settings
@ Avout
8 ActiveLock Engaged Cigent v3.1.3 © 2022 Cigent Technology, Inc.

Cigent Secure SSD” Advanced User Guide v1.2 18
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MICROSOFT DEFENDER AND

ANTIVIRUS INTEGRATION

Windows Security - o x

6. Return to the Windows Security window and re-
enable Real-time. %

@ Home

Virus & threat
protection settings Have a question?

View and update Virus & threat protection Get help
settings for Windows Defender Antivirus.

J O virus & threat protection

Help improve Windows Security
R Account protection “ feadback

Real-time protection Ve s feedbad

@
P Firewall & network protection Locates and stops malware from installing or
running on your device. You can tun off this

: Change your privacy settings
B App & browser control setting for a short time before it tums back on g€ your privacy setting:
automatically View and change privacy settings
2 Device securi 9
vice security for your Windows 10 device.
@ Device performance & health @ o Privacy settings
i)

Privacy dashboard
Family options Privacy Statement
Cloud-delivered protection

Provides increased and faster protection with

s to the latest protection data in the cloud.
Norks best with Automatic sample submission

turned on

Select Yes to allow the action to complete. L e
Do you want to allow this app to make

changes to your device?

== Windows Security

Verified publisher: Microsoft Windows

Show more details

Yes No

7. The security status is now clear. Notice the Cigent & com -
icon in the tray has returned to normal. 9 Standing Guard

We are looking out for your sensitive data

25 Dashboard

B Folder Protection
@ secure Drives n

Folder Protection Secure Drives Nﬁ:“WiCES
&) Networks 1 Dynamic folder Not configured s

S

Authentication

@ Authentication
£ Settings
@ About

Cigent v3.1.3 © 2022 Cigent Technology, Inc
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MICROSOFT DEFENDER AND

ANTIVIRUS INTEGRATION

1. Select the Secure Drives tile and select your drive. @ com

Notice that P: has automatically been unlocked but L: Q Secure Drives 2
re m a| n s | n lOC ke d state Protect files with firmware locking, the highest level of protection
. 2§ Dashboard
I o s S ¢
| @ secure Drives = Secure Drives
o Deconfigure  Change Password

Always On (locked)  Dynamic (6:)

© Advanced

® Authentication
B2 settings
@ About

Cigent v3.1.3 © 2022 Cigent Technology, Inc.

2. Unlock the L: drive. Slide the switch next to L:, enter
your PIN and click Enter. V)

Secure Drives
Protect files with firmware locking, the highest level of protection
83 Dashboard

QQ Name: Cigent S5D /s G:
I3 Folder Protection S/N: 5P1210729001000006 FW: ECFM13.3 [894.25 GB]

| & secure Drives = Secure Drives

Deconfigure  Change Passvord
L Networks Always On (locked)  Dynamic (6:)

® Advanced

@ Unlock Cigent SSD o x
® Authentication

2 Settings }
© About

Cigent v3.1.3 © 2022 Cigent Ted
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NETWORK MANAGER

The Network Manager system prevents unauthorized network devices from establishing connections to your
protected system. Among the many events that will engage Active Lock are:

« You join a network that has not been previously trusted
« A network device scans your host for open ports and connects to a Cigent deception port.

e Anuntrusted network device attempts to connect to your device on any port.

Note: This entire section can only be completed if your installation is connected to a network. It does NOT
need internet access but simply a valid network IP address.

Untrusting your current network

You can simulate the effects of joining a network that has not previously been trusted by simply untrusting
the network on which you are currently connected. This will cause Active Lock to be engaged.

& Cigent - o x

1. Open Cigent and select the Networks menu. .
Networks -
Manage the trust level of networks you connect
B3 Dashboard
Manage Known Networks
13 Folder Protection = Network
Secure Drives
3 Networks
@ Authentication
£ settings
@ About
. . & Cigent - o X
2. Select the active network and click on the Untrust .
9 Networks -
b u ttO n. Manage the trust level of networks you connect
B3 Dashboard
Manage Known Networks
I Folder Protection = Network
& secure Drives Detais Untrust
3 Networks
@® Authentication
X settings
@ Avout
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NETWORK MANAGER

3. Switch back to the Dashboard. Note that Active
Lock is engaged.

4. Return to the Networks page and click TRUST under
your current network. You will need to enter your PIN.

5. Switch back to the Dashboard page and note that
Active Lock is disengaged.

Cigent Secure SSD” Advanced User Guide v1.2

www.cigent.com

83 Dashboard
I Folder Protection
@ secure Drives

3 Networks

Threats Detected (1 of 1) -

[=} New/Untrusted Network

L. Q) Your system has connected to a new/untrusted

[ 2
Folder Protection Secure Drives Networks
Not configured Cgent SSD: @ G: Netork

Untrusted

9 =
®

Authentication

® Authentication
£ Settings
@ About
8 ActiveLock Engaged Cigent v3.1.3 © 2022 Cigent Technology, Inc.
& cigent - o X
°
0 Networks -
Manage the trust level of networks you connect
B3 Dashboard
Manage Known Networks
B Folder Protection ? N
& secure Drives Detals Trust
& Networks
@ Authentication
£ Settings
© About
@ Activelock Engaged Ogent 3,13 © 2022 Cgent Technology, Inc.
& cigent - o x
. °
Standing Guard -
- We are looking out for your sensitive data
B3 Dashboard
D) Folder Protection
@ secure Drives n Q
Folder Protection Secure Drives Networks
Network
Q Networks Not configured Cgent SSD: & G: Trasted

@ Authentication
&2 settings
@ About

=S
R
Authentication

o

Cigent 13.1.3 © 2022 Cigent Technolagy, Inc.
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CIGENT SECURE SSD

ADVANCED FEATURES

Keep Alive

Keep Alive Sensor provides an extra layer of protection by creating a tighter trust connection between the
firmware (SSD) and the software (Cigent). When enabled, a non-replayable heartbeat starts between Cigent
and the Cigent Secure SSD such that if the drive fails to receive the proper response in time, the drives will
automatically secure. This prevents any chance a hacker could stop Cigent protection once a drive is
unlocked. This makes it impossible to access the files on the Cigent Secure SSD without Cigent running and
authorized.

Keep Alive is automatically enabled by the Quick Secure Drive setup process. You can confirm Keep Alive is
enabled by the presence of a heart icon on the drive icon on the Secure Drives page.

€ Cigent _ o «
: ®
Secure Drives -
Protect files with firmware locking, the highest level of protection
=
=@ Dashboard
o@ N Cigent 55D ’ G:
I Folder Protection S/N: 5P1210729001000006 FW: ECFM13.3 [894.25 GB]
| & secure Drives £ Secure Drives
Deconfigure  Change Password
-Q Networks Always On (locked) Dynamic (G:)

& Advanced
Features in this section require Cigent Plus. Click here to learn more.

Command Log Erase Erase Verify

@ Authentication
Q Settings
© About

Cigent v3.1.3 © 2022 Cigent Technology, Inc.

Testing Keep Alive functionality is beyond the scope of this document. You can find information on testing this
feature in the larger Cigent Evaluation Guide found on the Cigent website resources page:
https://www.cigent.com/resources
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CIGENT SECURE SSD

ADVANCED FEATURES

Command Log Audit (Cigent Plus Only)

Cigent Secure SSDs automatically store every command sent to the drive in a tamperproof location in
memory on the drive. Cigent also periodically writes markers to the log to indicate the activity was performed
with Cigent running and that the activity was properly authorized. Commands are stored for all partitions
including unsecured locations should the user have configured a portion of the drive as a normal NTFS
partition.

This command log can be used to audit drive activity to capture attempts to read information from the drive
while not under the protection of Cigent, possibly indicating attempts to circumvent file protection. Further,
the command log can be used to report on files accessed with or without Cigent running by mapping the
accessed locations to the current file system layout. This can reveal important information to investigators
attempting to understand what was accessed or at least what files were attempted to be accessed.

1. Select the Cigent Secure SSD and click Advanced to € com -
reveal the advanced features. Q Secure Drives 2
Protect files with firmware locking, the highest level of protection
83 Dashboard
1B Fie Type rotecion B e W S T ¢
I Folder Protection = Secure Drives
Deconfigure  Change Password
@ secure Drives Aways On (focked)  Dynamic (6:)
® Advanced
Hrsis Features in this section require Cigent Plus. Click here to learm more
J Deception CommandLog Erase  Erase Verfy.
® Authentication
X settings
@ About
& My Account
2. Click Command Log to open the Command Log & e S«
Audit page. Click Scan to initiate the reading of the @  CommandLog Audt 2
comman d I.Og. B3 Dashboard ;if%snttpslsz[io/zgoo1oouooo
) . B Fie Type Protection Scan |FulRescan Date Range: 01/12/2022 07:20 AM - 02/03/2022 08:41 AM
Note: Reading the command log from the drive over 2 e 8 st e O st
USB especially can take several minutes. [P " II I I
Bl 1 Inlln
ji =
J Deception >
@ Authentication 44 << Unauthorized R/W P> DM
£ serngs Affected File Report
@ rvout From [o1/12/2022 To [o2/032022 +| Generate
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CIGENT SECURE SSD

ADVANCED FEATURES

3. If this is a relatively new drive, you may have only a ¢ com B
few data points. If this drive has been in use for a Q Command Log Audit

while, you may need to scroll the graph to the right S 5o121072900100006
using S“der to get to the newest information_ B Fie Type Protection Saan| [FUlRes@n| Date Range: 01/26/2022 10:43 AM - 03/04/2022 10:57 AM

B Read ) weite [ Unauthorized RW

I Folder Protection p—

@ secure Drives .II!-!-I -=_ HRNN
3 Networks

J Deception <

1214

@® Authentication 44 <« Unauthorized RIW P> PH|

Setti
&8 settngs Affected File Report

© wout From Wa62022 | 1053 ] To [oyona022 ] a7 ] [Generate

File reports are based on file locations at the time the report was generated

& My Account.

Cigent v3.1.3 © 2022 Cgent Technology, Inc.

4. Click on a shorter bar in the graph to receive some ¢ e b
details as the counts of each operation. @  commandLogAud

Cigent SSD
53 Dashboard S/N: 5P1210729001000006
[B Fie Type Protection scan| [FulRessan Date Range: 01/2

B eos 10w 03/04/2022 00:43 AM - 03/04/2022 09:43 AM

I Folder Protection

5031 I W Read 120170
[ secure Drives I Em ! - Write 1858
- - W Read 0

&) Networks W write 0 Generate
 Deception <

sizasia
® Authentication M4 <« Unauthorized R/W P> DM
£ Settings

Affected File Report

0 ot From [ovoanzs | s ] o sz | o ] GRS

M
File reports are based on fie locations at the time the report was generated
& My Account

gent v3.1.3 © 2022 Ggent Technology, Inc

o

5. Click the Generate button to create a CSV file
containing files to which the commands log entries
currently map. Click Save and enter your PIN to

«

o B> ThisPC > Documents v c Search Documents

o e ettt —
authorize the action - e ot
. v [l ThisPC
Always On File folder
oy
> < Downloads
5> @ Music
> PN Pictures
> [ Videos
File name: | Cigent S5D_20210903_0623-20210907_1048.csv. ~
~ Hide Folders Save Cancel
L]
@ Authentication M4 44 Unauthorized RIW PP Dp|
& My Account ;
Affected File Report
£ settings From 095/03/2021 v 06:23AM S| To 09/07/2021 v 10:48 AM|>| | Generate

File reports are based on file locations at the time the report was generated

@ Avout
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CIGENT SECURE SSD

ADVANCED FEATURES

6. Click OK once the operation completes.
Command Log

Report Generated

Ok

View  Holp © Comments = shar

7. Open the file using a text editor or Excel. o e ot o e

dn KK . B gy @®E 2
8- o Bueseacme - | § - % 9941 | ST IEE D | e ot g,
The columns of major importance are: T e e |
A. Time - In UTC that the activity occurred. L
B. Monitored - If Cigent was active or not. T
(Filter to No for unauthorized activity) DR oo
C. File Name — Name of the file accessed. e e T

Note: You will see many files used by Windows that
are usually hidden from users.

Fle ~ Home Insert Draw Pagelayout Formulas Data Review View Help

[T EA o3 Calibri Jn JA A = v BWapTex General
paste LECOPY ¥
paste Sromatpaimer | B 1 YL H- O A erge & Center v | § v % 9
dlpboard 5 Font 5 5 Number
A39 ¥ Jx || Confidential.d3e.txt
A [ c D 3 F G H |
25 Secret Document 2.d3e.docx No {52a748c2€ 13 5 1 2021-09-07 14:45:50 U
26 VBox.log.2 No {52a748c2E 120 80 1 2021-09-07 14:45:50 U
27 Secret Document 2.d3e (1).docx  No {52a748c2E 121 5 1 2021-09-07 14:45:50 U
Find and Replace ? % 28 Win7 X64 2.vdi No {52a748c2E 135 134 1 2021-09-07 14:45:50 U
29 VBox.log.1 No (52a748c2E 138 132 1 2021-09-07 14:45:50 U
30 VBox.log.2 No (52a748c2E 170 132 1 2021-09-07 14:45:50 U
Find Replace 31 OPREST.udi No (52a748c2E 173 171 1 2021-09-07 14:45:59 U
32 VBox.log.2 No {52a748c2E 181 179 1 2021-09-07 14:45:59 U
Find what: confidential| v 33 | VBox.log No {52a748c2E 182 179 1 2021-09-07 14:45:59 U
34 VBox.log No (52a748c2E 187 174 1 2021-09-07 14:45:59 U
35 VBox.log.1 No (52a748c2E 207 205 1 2021-09-07 14:45:59 U
36 VBox.log No {52a748c2E 213 74 1 2021-09-07 14:45:59 U
Options >> 37  WinDev2108Eval.vbox-prev No {52a748c2E 227 67 1 2021-09-07 14:45:59 U
- {52a748c2E 244 137 5 2021-09-02021-09-0 2
{52a748c2E 255 253 1 2021-09-07 14:45:59 U
Find Al Close {52a748c2E 274 253 1 2021-09-07 14:45:59 U
41 fwa.pdf No {52a748c2E 285 282 1 2021-09-07 14:45:59 U
42 {f110a775-8420-4092-8425-84480b No {52a748c2E 204 224 1 2021-09-07 14:45:59 U
No {52a748c2E 325 40 1 2021-09-07 14:45:59 U
a4
45
4
a7
48
49
50
51
52
53
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CIGENT SECURE SSD

ADVANCED FEATURES

Verified Data Destruction (Cigent Plus Only)

Secure data erasure is an important process for many commercial and governmental organizations preventing
classified information from unauthorized access. Short of costly and wasteful physical destruction, users had
to depend on outdated erasure programs originally written for magnetic media. Solid State Drives require
different methods of erasure to prevent recovery by today’s advanced tools and technique. Cigent Secure
SSDs support extended erasure verification commands to check each and every mapped and unmapped
block to verify the data has been removed. Any blocks reporting data will result in an erasure verification
failure. Once Cigent confirms the drive has been truly erased, it can be safely and securely reused.

«
|
o

1. Select the Cigent Secure SSD and click Advanced to

reveal the advanced features. . o
Secure Drives atis
Protect files with firmware locking, the highest level of protection
B3 Dashboard
B3 Dashboar
h“ame: Cigent SSD /s G:
B Fie Type Protection S/N: 2A1407080B7300003402 FW: ECFM13.3 [894.25 GB]
I3 Folder Protection £ Secure Drives
Deconfigure  Change Password
R secure Drives Always On (locked)  Dynamic (G:)
® Advanced
3 Networks

Command Log  Erase Verfy
& Removable Storage

J Deception
® Authentication
& My Account
£ Settings
© About
€c — [u]
+ Return to Secure Drives
i i e . [
2. Click Erase Verify. Q Erasure Verification Analysis -
Cigent 55D
B2 Dashboard S/N: 2A140708087300003402

B rie Type poecion € Device Not Erased

B Erased User Blocks (0) [l Unerased User Blocks (579) W rirmvare Blocks (27)
B Erased Unmapped Blocks (150) [ll Unerased Unmapped Blocks (234)

I Folder Protection
& Secure Drives

B3 Networks

& Removable Storage

J Deception

® Authentication
2 My Account
X Settings

© About
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CIGENT SECURE SSD

ADVANCED FEATURES

1. Cigent will indicate Drive Not Erased (as expected) ¢ o STow
with a count of erased and non-erased blocks from 9 Erasure Verifcation Analysis

the unmapped and user areas. The map at the bottom B8 oo

is a logical display of the blocks by block number and S

color coded by its status. @ssamoe

Testing complete data erasure is beyond the scope of
this document however feel free to experiment with
different data destruction methods and see if you are
able to achieve the ‘Erasure Confirmed’ message as
seen below.

If you have questions on how best to accomplish
complete data erasure, please contact Cigent support
for additional guidance.
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