JIGISTOR

SECURE DATA STORAGE

DIGISTOR C Series .

Secure data as only hardware can
= Hide data from cyber threat: hardware-based data invisibility
= Know who accessed data: hardware logs that cannot be wiped

= Retire or repurpose SSDs safely: hardware verifies that data is
destroyed

The DIGISTOR C Series SSDs, powered by Cigent®, bring the
robustness to securing data at rest that only hardware can.
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Zero Trust File Access Tamper-proof Invisible Data
Credentials
Multi-factor Authentication Key Features
Security made easy « Simple, easy-to-use protection from ransomware and
The C Series SSDs support multi-factor authentication physical attacks
(MFA) including CAC/PIV, facial recognition, fingerprint, PIN,

. » Worry-free deployment: Cigent software tested and
authenticator apps, and Duo. validated for use with DIGISTOR SSDs

¢ Address critical requirements for data governance and
privacy programs such as CMMC, HIPAA, GDPR, GLBA, DSS,
compliance requirements

° e For Windows environments
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Compliance Regulations
DIGISTOR C Series SSDs help you meet these
regulatory requirements

Regulation Summary

FAR Federal Acquisition Regulation

DFARS Defense Federal Acquisition Regulation
TAA Trade Agreements Act —Designates

countries products can be bought from

FIPS 140-2 Level 2

Security requirements that must be
met by cryptographic (encryption)
modules

NIAP Common Criteria
FDE_EE*

USG protection profile for Full Drive
Encryption

CSFC DAR Capability

NSA Commercial Solutions for

Package Classified (CSfC) policy for Data at Rest

5.0 (DAR)

PMS-12 Guidance for sanitization of storage
devices for disposal or recycling

NIST 800-171 Protecting Controlled Unclassified
Information (CUI) on Nonfederal
Systems

CMMC Cybersecurity Maturity Model

(Levels 1-5) Certification

Executive Order (EQ) Presidential order to all USG agencies

14028 for Improving the Nation's Cyber

May 12, 2021 Security

*Forthcoming
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Select & Advanced

C Series Select

= Invisible data

= Tamper-proof credentials
= Zero trust file access

C Series Advanced

= Verified data destruction

= Secure access logs

»  Keep-alive heartbeat

Remote Management Subscription

»  Remote console for admin of drives

Use C Series with Cigent Plus

One year or three year subscriptions available

Enterprise Management Console

»  Multi-tenant, hosted or on-prem
= Policy setting

» Threat and event reporting

= Notifications

Enhanced Security Capabilities

= Enterprise auth factors
» Integration with NGAV and EDR
»  RESTful APIs for SIEM integration
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